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Abstract

This report documents the ndings of an investigation of several network tra c captures relating
to a suspected corruption of an Olympic sport, Chess Boxing.

In Capture 1, the suspect Kim Ill-Song is found to be in possession of several les relating to Chess
Boxing, a list of usernames, and a hidden Python-based cipher. There is also reference to the
steganographic tool SilentEye.

They are then in Capture 2 found to be o ering bribes to several representatives from various
countries. Whether they were bribed or not and where they are located was determined in most
cases, but in some there was not enough information to draw proper conclusions from.

Capture 3 contained some les downloaded over an FTP session, which when pieced together were
found to be an image of a Chess board. Upon closer inspection, this image was found to contain
steganographic data that could be extracted using SilentEye, then decoded using the Python cipher
also found in capture 1. It was found to contain a password that didn’t seem to be used for anything
in the captures provided.

Finally in capture 4 a meeting was set up over text messaging, with the month and time provided
but not the date, though it was hinted that that information was provided somehow. Further
inspection revealed that the person Kim was meeting with crafted some fake location data, that
when put onto a map spelled \17", indicating that they would be meeting on the 17th.

It seems that Ill-Song was indeed guilty of bribery and corruption, and this report goes into the
full technical detail of how this incriminating information was uncovered.
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1. Methodology and Findings

1.1 Capture 1

1.1.1 Tra c Analysis

This incident entirely took place on July 11th, 2014 from 21:11:26 to 21:23:52 according to the
timestamps within the captured packets.

The brief provided about this packet capture suggested that some les had been transferred and
that these should be recovered. There are several protocols used for le transfer, but one of the
most common is SMB. Filtering the capture by the SMB protocol shows there was substantial SMB
tra c.

In packet 5857, host 172.29.1.23 announces itself to the network as FOX-WS. Likewise, in packet
5962, host 172.29.1.20 announces itself as DOG-WS. From now on, these hosts will be referred to
by their hostname rather than their IP address.

Starting with packet 23838, the FOX-WS host established a connection to the IPC share on DOG-
WS, allowing it to read the other shares available on the host. The account used to make the
connection is fox-ws\\test, as seen in packet 23844. Beginning in packet 23972, the user reads
all of the available shares on DOG-WS.

From 21:22:16 at packet 23897 to 21:22:18 at packet 24029, the user makes several requests reading
the \\DOG-WS\DOCUMENTS share. Then from 21:22:23 at packet 24034 to 21:22:28 at packet 24095
they browse to the \\DOG-WS\BLAH share.

At 21:22:40 at packet 24186, the le Documents.zip was uploaded from FOX-WS to the \\DOG-WS\
BLAH share. This le could be a compressed archive containing the les mentioned in the brief.

There was some other activity relating to a le called DOCUME~1.zip which appears to be a copy of
the Documents.zip le based on the limited data captured. FOX-WS also accessed several other

les from the \\DOG-WS\DOCUMENTS share, but they were only default les, and Documents.zip was
the only le transferred.

1.1.2 Evidence Analysis

The Documents.zip le mentioned was recovered using tshark’s ability to extract SMB objects using
the —--extract-objects ag. Figure 1.1 shows the full list of les and folders within the extracted
folder. All of the les can be seen at appendix 3.1.
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Figure 1.1: List of les within Documents.zip

Actual Documents

These are several les containing text encoded using base64. All three of these les were created
by "Eric" and last modi ed by "Bryan Schmidt", according to the Word metadata.

GoT Spoilers.docx contains some spoilers for the TV show Game of Thrones.

NorthKorea.docx contains some Russian text referring to some insider information about tech-
nology being developed within the North Korean military, being sent to a person referred to as
Obi-Wan.

Finally, PiD.docx is a letter from a person claiming to be William Campbell stating that they have
replaced Paul McCartney.

Chess Boxing

This folder contains seven les that document the rules of Chess Boxing, indicating that this is
the sport targeted for corruption. Again, these les were created by "Eric" and last modi ed by
"Bryan Schmidt". NK.jpg is the North Korean ag, which potentially indicates the involvement of
North Korea.

Enter the WuTang

This folder contains two les that again contain Base64 encoded contents. The les in this case
were both created and last modi ed by "Bryan Schmidt".

trackl10.docx contains lyrics to the song "Protect Ya Neck™, which is indeed track 10 on the album
"Enter the WuTang" (Wu Tang Clan, 1994), referred to by the folder name.

track6.docx however does not contain lyrics to a song, but contains a list titled "The Mystery of
Chess Boxing: (usernames)". This could be the list of names/aliases of actors in the case referred
to by the brief. The full list can be seen in appendix 3.1.



More Documents

This folder contained a text copy of the American Bill of Rights, as well as another jpeg image of
the North Korean Flag.

Running binwalk on the image revealed that it contains a zip le with a python script inside, as
seen in gure 1.2.

[sam@khaos: :More Documents]$ binwalk NorthKorea.jpeg

DECIMAL HEXADECIMAL DESCRIPTION

JPEG image data, JFIF standard 1.01

Zip archive data, at least v2.0 to extract, name: untitled/

Zip archive data, at least v2.0 to extract, compressed size: 604, uncompressed size: 1397, name: untitled/broken.py
0x10A7 End of Zip archive, footer length: 22

Figure 1.2: Binwalk revealing hidden zip le

The python le inside, named broken.py, is a Python script that has some functions that could be
used as a cipher, making use of a text le to encode and decode information. The variable name
used to refer to the text being used is "bill", likely referencing the Bill of Rights txt le.

Making use of the functions in the script, a tool was developed which can be used to encode and
decode information using the cipher, shown in gure 1.3.

[sam@khaos: :cipher]$ python2 fixed.py -e "heres some test data to encode"
b249012487 250012487a2501,2418a2501 24971249512487,2418n250212487a2501n25602,2418a24
86 2483n2502 2483,2418n2502 2497,241812487d2496h2485 2497a248612487

[sam@khaos: :cipherl]$ python2 fixed.py -d "b249012487 250012487a2501,2418a2501 2

4971249512487 ,2418n250212487a2501n2502,2418a2486 2483n2502 2483,2418n2502 2497,2418
12487d2496h2485 2497a248612487"

heres some test data to encode

[ sam@khaos : :cipherls$ []

Figure 1.3: Cipher in use

The full source code of the repaired cipher program can be seen at appendix 3.2.

untitled folder.zip

This zip le contained nested folders named "untitled folder™, with the nal folder being named
"SilentEye". The full structure can be seen in gure 1.4. SilentEye is a steganography tool (Achor-
ein, 2010), indicating some data hidden in the images found, but neither image contained SilentEye
data.

[sam@khaos: :Documents]$ tree untitled\ folder

untitled\ folder
L— untitled\ folder

L— untitled\ folder\ 2
L— untitled\ folder
L— untitled\ folder
L— silentEye

Figure 1.4: SilentEye folder



1.2 Capture 2

1.2.1 Tra c Analysis

This incident entirely took place on June 17th, 2014 from 21:59:08 to 22:13:49 according to the
timestamps within the captured packets.

The brief provided about this packet capture suggested that there was an IRC conversation that
should be recovered and decoded. Before searching for IRC tra c, the capture was Itered for
SMB tra ¢ which showed a host announcement for FOX-WS, the same host that was involved in
Capture 1.

Filtering the tra c by the IRC protocol showed that there was IRC tra c, part of this tra c can
be seen in gure 1.5.

[ |irc

No. Time Source Destination Protocol Lengtt Info
16 13.268894 172.29.1.17 185.30.166.35 IRC 96 Request (ISON)
17 13.454498 185.30.166.35 172.29.1.17 IRC 103 Response (303)
22 15.058733 172.29.1.17 185.30.166.35 IRC 276 Request (PRIVMSG)
28 22.548315 172.29.1.17 185.30.166.35 IRC 74 Request (PING)
30 22.733678 185.30.166.35 172.29.1.17 IRC 114 Response (PONG)
35 28.265806 172.29.1.17 185.30.166.35 IRC 96 Request (ISON)
37 28.451405 185.30.166.35 172.29.1.17 IRC 103 Response (303)
43 34.232842 185.30.166.35 172.29.1.17 IRC 220 Response (PRIVMSG)

Figure 1.5: IRC Tra c¢

The rst IRC tra c seen is an ISON command requesting if the names Razor, Genius, Raekwon,
Killah and Method are currently taken on the channel. Since this is some of the rsttra c in the
capture, the user making the requests joined the channel earlier than the beginning of the capture,
possibly meaning that some of the discussion was missed.

The response to the ISON request shows that Ill_Song is the user sending the request. Since this
host is FOX-WS, Ill_Song is also therefore the suspect involved in the Capture 1 case.

The ISON command is used by older IRC clients to check who is online on a friend list (Oikarinen
& Reed, 1993), and given the frequency of the command being sent (around 20 seconds) it’s likely
that this is what’s happening. The analysis of capture 1 showed that Ill_Song kept all of these
usernames in a word document.

Looking at the tra c itself shows that the conversations were encoded using base64, as seen in
gure 1.6.

| 535 £33.4U5295 153,50, 100, 33 L/Z.29.0. 01 LKL 1U3 Kesponse (3us3)
| 342 256.642491 172.29.1.17 185.30.166.35 160 Request (PRIVMSG)

350 262.923782 172..29.1.17 185.30.166.35 IRC 74 Request (PING)

Frame 342: 160 bytes on wire (1280 bits), 160 bytes captured (1280 bits)

Ethernet II, Src: Dell fa:a6:cc (00:08:74:fa:a6:cc), Dst: Cisco ba:52:2a (54:75:d0:ba:52:2a)

Internet Protocol Version 4, Src: 172.29.1.17, Dst: 185.30.166.35

Transmission Control Protocol, Src Port: 50588, Dst Port: 6667, Seq: 1717, Ack: 2251, Len: 106

Internet Relay Chat

~ Request: PRIVMSG Razorl :SkVRSE8YTE10UVFHRVpKQUSGWENBNURQT1ZSV1FJRFhORjJHUUTEVUSCUINBWUXFTVIaROsOM1RGWTO9PTO9PQ==

(vvvw

Figure 1.6: Base64 encoded IRC message

In order to save the IRC log for further processing, tshark was used to follow the stream of all IRC
tra c. Grep was then used to Iter just the private messages sent to and from the client. Finally
the output was written to the le log.encoded. The full command used is as follows:

tshark -r Capture 2.pcap -q -z follow,tcp,ascii,0 | grep PRIVMSG > log.encoded



1.2.2 Evidence Analysis

In this section, the code snippets have been simpli ed to make them more readable. The full nal
code can be found at appendix 3.3.

With the chat log fully encoded, it would need to be processed by a script that could go through
each message, decode them, and output them. Python was determined to be most suitable for the
task. Firstly the le was loaded in and each line was parsed in order to pass just the encoded part
of each line to a decoder function:

for line in encoded:
if line.startswith( PRIVMSG ):
print(decode(line[line.find( : ) + 1:])
else:
print(decode(line[line.find( Ill_Song : ) + 10:])

The lines had a di erent format depending on whether they were outgoing or incoming, making the
if/else necessary. Since each line seemed to be base64 encoded, the decode() function just needed
to decode the base64:

def decode(line):
return base64.b64decode(line)

Executing this revealed that beyond the base64 encoding, the messages were encoded with several
di erent encodings, seen in gure 1.7

From: Razorl
b'243730302c3030302069742069732e2057686572652063616€2049206d656574207961753f "

To: Razorl
b ' JEQHO2LMNQQGEZJANFXCASDPOVRWQIDXNF2GQIDUNBSSAYLEMRZGK43TFY:

To: Geniusl
b'IFZSA53FEBSGS43D0VZXGZLEEBSWCATMNFSXELBAJEQGEZLMNFSXMZIAJEQG22LHNB2CAYTFEBQWE3DFEB2G6IDIMVWHAIDZN52SA53J0RUCA6LPOVZCA43FMFZGG2B
0

From: Geniusl

b'111 040 163 145 145 056 040 124 150 145 156 040 167 145 040 155 165 163 164 040 155 145 145 164 054 040 141 156 144 040 111 040
167 151 154 154 046 163 145 145 040 164 150 145 040 166 141 154 151 144 151 164 171 040 157 146 040 164 150 151 163 040 143 154
141 151 155 056'

Figure 1.7: Various encodings across several messages

Studying the encoded messages revealed that certain users used certain encodings consistently. The
decode() function was changed to take the username of the sender, and this was used to create
custom decoding algorithms per user.

Il Song’s messages were determined to be base32 encoded, so their decoder was implemented as

follows:

if sender == 111 _Song :
line = base64.b32decode(line).decode()

Razorl and Raekwon’s messages are hex encoded and have Windows-1251 ascii encoding, which
was a little more complicated:



elif sender == Razorl or sender == Raekwon or sender == Method :
line = bytearray.fromhex(line.decode()).decode( cpl251 )

Killah and Geniusl’s messages are octal encoded which was signi cantly more complicated to deal
with than the other two encodings:

elif sender == Killah or sender == Geniusl :
new_line =
line = line.split()
for 1 in range(len(line)):
new_line += chr(int(line[i].decode(), 8))
line = new_line

Once all of the decoders had been implemented, the log could be read. The full log can be found
at appendix 3.4.

The rst conversation is with Razor, where they accept a bribe of $700,000. I1l_Song also mentions
that Razor is based in "the City of Love", commonly used to refer to Paris.

Next there is a discussion with Genius. Genius refers to a location with an md5 hash, and 11l_Song
responds "not here" implying that is their location. Cracking the hash using hashcat reveals it to
be Caracas. Genius mentions being able to help with Ill_Song’s "search™. There is no mention of a
bribe.

After that is Method. 1ll_Song attempts to initiate a discussion about a bribe with Method, but
they turned it down. There was no mention of their location.

Next is Killah. Immediately, 111_Song reveals that Killah is based in Qatar. When o ered the chance
to bribe, Killah turned it down across two messages which seem to imply that there are multiple
people operating the same account.

Finally, Raekwon. Raekwon is aware of the bribe bought by Razor, and is revealed by Ill_Song to
be an o cial on the executive committee of the ICBA. They end up accepting a bribe of 20 million
Rubles.

The following is a table showing the aliases of the o cials, their locations if known and whether or
not they were bribed:

Alias Location Bribed
Razor Paris, France Yes
Genius Caracas, Venezuela Unknown
Method Unknown No

Killah Qatar No
Raekwon Russia Yes



1.3 Capture 3

1.3.1 Tra c Analysis

This incident entirely took place on July 3rd, 2014 from 21:33:35 to 21:40:03 according to the
timestamps within the captured packets.

The brief provided about this packet capture suggested that there was some FTP tra c that might
contain some forensically obfuscated les. As in the last capture, an SMB host announcement for
FOX-WS was found at packet 6005. This again proves that 1ll_Song was the suspect here.

Filtering for FTP tra c shows that there was an FTP exchange. At 21:36:35 in packet 5854, user
111_Song connects to the server named "Super Secret Server" with the password "lll_Song". As a
sample of the FTP tra c found, this exchange can be seen in gure 1.8.

(A]fte Xk
No. Time Source Destination Protocol Lengtt Info
[ | 5852 179.750171 172.29.1.21 172.29.1.23 FTP 79 Response: 220 Super Secret Server
i 5853 179.750921 172.29.1.21 172.29.1.23 FTP 79 Response: 220 Super Secret Server

5854 179.767158 1972829125 172.29.1.21 FTP 69 Request: USER Ill Song

5856 179.767169 172.29.1.21 172.29.1.23 FTP 88 Response: 331 Please specify the password.
! 5857 179.767408 172.29.1.23 172.29.1.21 FTP 69 Request: USER Ill Song
| 5859 179.767420 172.29.1.21 172.29.1.23 FTP 88 Response: 331 Please specify the password.
‘ 5860 179.767658  172.29.1.23 172.29.1.21 FTP 69 Request: PASS Il Song
| 5861 179.767666 172.29.1.23 172.29.1.21 FTP 69 Request: PASS Ill Song
‘ 5864 179.887813 172.29.1.21 17/20222), 1L, 23 FTP 77 Response: 230 Login successful.

Figure 1.8: FTP Tra c

During this FTP session, two les were downloaded: sandofwhich.zip and ojd34.zip. This can
be seen in gure 1.9.

LU4 NECOpUIIDC. LL7 LHLECI LY FAdDDLVE IMUUT \ L/ L ,£7,1,£1,£10,£L02) .

76 Request: RETR sandofwhich.zip

130 Response: 150 Opening BINARY mode data connection for sandofwhich.zip (24792 by
78 Response: 226 Transfer complete.

62 Request: TYPE I

85 Response: 200 Switching to Binary mode.

60 Request: PASV

103 Response: 227 Entering Passive Mode (172,29,1,21,121,89).

70 Request: RETR 0jd34.zip

124 Response: 150 Opening BINARY mode data connection for ojd34.zip (24714 bytes).
78 Response: 226 Transfer complete.

Figure 1.9: Two les downloaded over FTP

Upon inspection of these les, discussed further in the next section, it was found that they were
incomplete. Searching for other les revealed an email exchange between kim.illsong <kim. i I lsong@
aol.com> and The Gza <da.genius36@aol .com>. Ill_Song’s full alias Kim IllI-Song is likely a
reference to the founder of North Korea Kim Il-sung.

The Gza opens with "You have made a bold claim but i'd like to see some proof.". Kim Ill Song
responds with "Ask and you shall receive. You know where to nd it.". After this exchange, Kim
11I-Song sent two zip les by email, which were recovered from the raw tcp stream with le carving.



1.3.2 Evidence Analysis

All of the zip les recovered were found to contain many di erent les with a .jpg extension. Upon
further inspection, they contain image data but only some of them contain the start bytes for a jpg
image, indicating that this is fragmented image data.

The brief suggested that an Edward Snowden quote might help. The le names of all the images are
individual words that seem like they could make up a sentence, and this quote seemed to contain
the words within the lenames:

\I can’t in good conscience allow the U.S. government to destroy privacy, internet free-
dom and basic liberties for people around the world with this massive surveillance ma-
chine they’re secretly building." - Edward Snowden

The images with the words required to make up the entire quote came from each of the four zip
les. Once assembled by sequencing all the les into one image le, the complete image could be
recovered and can be seen in gure 1.10.

Figure 1.10: Image assembled from the fragments

The vertical line artefacts across the image suggested some stegonography had been applied to the
image. Using the tool referred to by a le on Ill-Song’s system in capture one, SilentEye, some data
was recovered as seen in gure 1.11.

File Edit Media ?

Media's encodina format : [TPFz <1 ¥
Options
gy, Luminance interval (k) — ' ' [5 =
Header position [bottom ]
Passphrase [eccccccce [ show

Decoded message
i2454 2497d2496n2502
2470 2500 25070243652452

250052503n250212487€2456
2497 2500n248512487
2470b2490e2491a2501m246
6 2483a2501a2501e2505
2497 2500a2486

imagel.jpg Q.
@Decode «\?Proper‘ty W Encode CharSet: [UTF8 -/ @ | Encryptec I’ Compres: _&J Cancel | (J Decode|

Figure 1.11: Data recovered from the image using SilentEye
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This data appeared to be in the format of the python cipher also from capture one, and putting it
through the cipher revealed the message to be "Dontry2BruteForceThisPassword", seen in gure
1.12. It’s unclear what this text/password might be used for, but this is most likely the encoded
communication referred to by the brief.

[sam@khaos : :cipher]$ python fixed.py -d "i2454 2497d2496n2502 2470 2500 250702436
52452 2500s2503n250212487e2456 2497 2500h248512487 2470b2490e2491a2501m2466 2483a2501

a2501e2505 2497 2500a2486"
DontTry2BruteForceThisPassword

Figure 1.12: Encoded text decoded by the cipher

The remaining image fragments still seemed to make up some pictures, but the words weren’t
aligned with any particular quote. In gure 1.13, the method used to brute force the order of the
words can be seen, where the image was refreshed with each new fragment added.

:all_pics]$ cat condone.jpg American.jpg web-based.jpg > image2.jpg

:all_pics]$ cat condone.jpg American.jpg web-based.jpg security.jpg > image2.jpg
:all pics]$ cat condone.jpg American.jpg web-based.j rrorism.j > image2.jpg
:all_picsl$ cat condone.jpg American.jpg

Figure 1.13: Brute force method to nd images

Eventually the images could be fully reconstructed, they can be seen at appendix 3.5. They don’t
seem to be relevant to the case other than the second image being of Kim Jong-un, the Supreme
Leader of North Korea.
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1.4 Capture 4

1.4.1 Tra c Analysis

This incident entirely took place on July 2nd, 2014 from 17:38:50 to 17:52:32 according to the
timestamps within the captured packets.

The brief for this capture mentioned that a conversation had taken place, but didn’t mention a
protocol. Searching for "llI-Song" revealed a conversation over HT TP requests, seen in gure 1.14,

Packet details ~ Narrow & Wide v Case sensitive String v ‘III-Song ‘ Find Cancel

No. Time Source Destination Protocol  Lengtt Info

2539 49.019300 19! .87 1 8.1.5 HTTP 355 HTTP/1.1 200 ( lication/json)

2540 49.019565 19 .87 1 8155 TCP 355 [TCP Retrans sio 80 - 46142 [PSH, ACK] Seq=1 Ack=663 Wi

2541 49.022687 199.87.160.87 192.168.1.5 HTTP 1158 HTTP/1.1 200 OK (application/json)

2542 49.022715 IntelCor_f9:.. ASUSTekC 99:.. LLC 379 I, N(R)=16, N(S)=0; DSAP 0xf2 Individual, SSAP Spanning Tree BPDU Command
192.168.1.5 199.87.160.87 TCP 66 46142 - 80 [ACK] Seq=663 Ack=290 Win=15680 Len=0 TSval=361645 TSecr=41814024.. ——
00 27 160 o ) £ [TrD Potrancniccion] 20 o Ec182 [DC k1 Con—1 Ack—727 Lio—20000 | on-1002

Key: senderId
v Member Key: senderName

String value: Kim Ill-song

Kev: cenderName

Figure 1.14: Searching for "lll-Song™

Looking at the X-Requested-By header revealed that it was sent by an app called "TextFree" and
the user agent showed that it was likely a Nexus 7, shown in gure 1.15. A cursory look at the text
data shows that this device belongs to "Ann Dercover" and she’s sending and recieving messages
from "Kim Ill-Song", a familiar name.

e - -

X-Requested-With: com.pinger.textfree\r\n

User-Agent: Mozilla/5.0 (Linux; U; Android 4.2.2; en-us; Nexus 7 Build

Figure 1.15: Some key headers

All of the message data was send to and received from a speci ¢ ip address, they were all http
requests and they were in json. Putting all of this in a tshark Iter allowed just the contents of
those requests to be extracted:

tshark -r "Capture 4_pcap™ \
-Y "http && json && (ip.src == 199.87.160.87 || ip-addr == 199.87.160.87)" \
-T fields -e http.file_data > messages

Right after the conversation there was a sequence of location data posted to a map api. Filtering
by requests sent to that endpoint with tshark allowed for the data to be extracted:

tshark -r Capture\ 4.pcap -Y "http.host == mob.mapquestapi.com”™ > locations

1.4.2 Evidence Analysis

The message data was obscured accross many large JSON blobs. A python script was developed
to extract the conversation from the blobs, and the full code can be seen at appendix 3.6.

The script outputs the conversation in csv along with the relevant phone numbers. The full clean
dialogue can be seen in gure 1.16.






